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2010 ??Eckersley [Eckersley 10] ?? Web ?????????? WBF ????????
???????? Fingerprint??? User-Agent? HTTP Accept Header??????????
??????????????????????????????????????? 94.2%?
?????????????????????????????????????????
???????? [Mowery 11]?JavaScript???? [Schmiedecker 13]??????????
? [Unger 13]????? HTML5? Canvas [Mowery 12]???????????? Fingerprint
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3.1 Web Browser Fingerprint???
? 3.1??JavaScript??????WBF????????????????WBF????
?????? (Entropy)? High?Med?Low??????????? (Duration)? Long?Med?
Short? 3?????????????WBF? Entropy?????????????????
????Duration ??????????????????????????????????
















Property or Method Description Entropy Duration
toDataURL(), getImageData() Canvas image data High Short
navigator.appCodeName Code name of the browser Low Long
navigator.appName Name of the browser Low Long
navigator.appVersion Version of the brower High Short
navigator.userAgent User-Agent High Short
navigator.mimeTypes MIME types Med Long
navigator.plugins Installed plugins High Short
navigator.language Language of the brower Med Long
navigator.platfoorm Platfrom of the browser Low Long
screen.height, screen.width Size of screen Med Med
screen.availHeight, screen.availWidth Size of screen (excluding the Windows taskbar) Med Med
screen.colorDepth Bit depth of the color palette Med Med
screen.pixelDepth Color resolution of the screen Med Med
getFontList() Installed fonts High Med











































































































































???? 3.1 ????????????WBF ? Entropy ? Duration ??????Entropy ?
Duration ??? WBF ????????????????????????????????






E(xi) + (1  )D(xi)
o
(3.2)
E ? D ????? Entropy ? Duration ????WBF ???? Entropy ? Duration ????
? 3.1 ?{High, Med, Low}?{Long, Med, Short}?????{3 ?, 2 ?, 1 ?}???????
?????????????Web???????????Duration??? Entropy?????
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4 images.yuansu.bjmama.net, luke.mama.cn, statis1.mama.cn, static.mama.cn
4 stream.cms.rakuten.co.jp, image.rakuten.co.jp, www.rakuten.co.jp, r.r10s.j
4 i.rafnewjs.info, api.jollywallet.com, d36mw5gp02ykm5.cloudfront.net,
cdn.cloudiiv.com




6 ws2-media1.tchibo-content.de, ws2-media8.tchibo-content.de, ws2-
media3.tchibo-content.de, ws2-media2.tchibo-content.de, ws2-media9.tchibo-
content.de




???TA? IS?????????????????????????? 4.2?? 4.3??
?????????????????????????????? TA? IS????????
? 4.3???? 4.4????? 4.2???TA??????? 40?????????????
? 8????????????????????????????????WBF?????









































































www.googletagservices.com, partner.googleadservices.com 40696 266253
mc.yandex.ru 49279 245930









































Alexa Rank Third-paties per first-paty Average TA
[0, 1K) 1.20 11.65
[1K, 10K) 0.64 10.93
[10K, 100K) 0.23 10.52





??????????? WBF ???????????PriVaricator (PV) [Nikiforakis 15]?
FireGloves (FG) [Boda 11]?RandomAgent Spoofer (RAS) [Random Agent Spoofer]?Tor Browser









???????????? TA ????WBF ????????????????????











Tool TA Defensible sites Coverage % Effectivity
PriVaricator 6.8 47,486 45.4 5,412,746
FireGloves 18.5 93,164 89.0 14,423,593
Random Agent Spoofer 22.0 96,209 91.9 16,083,797
Tor Browser 26.5 101,521 97.0 17,222,649
FP-Block 36.0 104,589 99.9 17,657,239
35
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???Alexa????????????????????2015? 12??? 2015? 16?? 1
???????????????????? 17,290?? 23,831?????? 38%?????
??????2016???????????????????????IS??????????
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